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Whether the discussion is focused on internet and telecom
networks specifically or just computer networks in general,
cybersecurity is a rapidly growing part of the economic
conversation. The real-world implications of cybersecurity
threats can affect everything from the integrity of cities’ industrial
framework like transportation and utilities, to the security of
corporations’ intellectual property and trade secrets, to even the
protection of each individual consumer’s personal data.
While these may seem like digital problems needing virtual solutions, there is an increasingly important role for
physical architectural design in the conversation. Cybersecurity firms and tech firms serving government entities
are consistently approaching us in need of an accredited Sensitive Compartmented Information Facility (SCIF).
There are a variety of SCIF space types and numerous complex components involved in their creation, however
there are also specific U.S. Government documents guiding their accreditation. These concepts are vital to
understand because of the added construction cost and complexity the process entails. From the outset of the
project, the design and construction team must be deeply familiar with these unique requirements to avoid
setbacks, delays, and significant cost overruns during the accreditation process.
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What is a SCIF?
The U.S. Government’s Planning, Design, and Construction Guide: UFC 4 010 05
2013 defines a SCIF as:
Sensitive Compartmented Information (SCI) is classified Confidential, Secret, or Top
Secret information that is derived from intelligence sources, methods or analytical
processes which is required to be handled within formal control systems established by
the Director of National Intelligence.
Sensitive Compartmented Information (SCI) can only be handled, processed, discussed,
or stored in an accredited Sensitive Compartmented Information Facilities (SCIF).
Sensitive Compartmented Information Facilities (SCIF) are accredited areas, room(s) or
building(s) where Sensitive Compartmented Information (SCI), is stored, used, processed
or discussed.
Or, put more simply, a SCIF is a very particular type of space necessary
for handling Confidential, Secret, and Top Secret information. Whether it
comprises an entire building or is a smaller area considered a “building
within a building” — any SCIF must be formally accredited before anyone
can handle, process, or store information of any kind within it. Ultimately,
this process requires heavy collaboration between many stakeholders.

SCIF CLASSIFICATIONS

Why is a SCIF Important?
A SCIF provides significant operational
capabilities critical to the supported
agency or company — typically found in:
•

Command Headquarters

•

Operation Centers

•

Communication Centers

It is designed to mitigate against forced entry, covert
entry, visual surveillance, acoustic eavesdropping, and
electronic emanations to the fullest degree possible.
Any of these actions could compromise the information
held within the SCIF, and ultimately the related
operations. Therefore, specific security requirements
exist to protect against these actions, and a highly
regulated accreditation process governs which facilities
meet the criteria necessary to operate as a SCIF. These
requirements include a combination of building features
and operational procedures to ensure the space is secure
from the outset and remains so indefinitely.

•

Secure Working Area [SWA]: An area
where SCI is handled, discussed and/or
processed but not stored

•

Temporary Secure Working Area [TSWA]:
Secure working area which is used less than
40 hours/ month and the accreditation is
limited to 12 months or less

•

Temporary SCIF: SCIF established for a
limited time to meet tactical, emergency or
immediate operational requirements

•

Closed Storage: SCIF where SCI material is
stored in GSA approved storage containers
when not in use, including documents,
computer hard drives and storage media

•

Open Storage: SCIF in which SCI may be
openly stored or processed

•

Continuous Operation: SCIF which is
staffed and operated 24/7
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Who Are The Stakeholders?
The Supported Command is the primary stakeholder group — these are the
mission users who will operate the facility, handle SCI within it, and ensure its on-going
security. Additionally, the architects, engineers and contractor act as stakeholders,
given the crucial role they will play in the proper design and execution of the SCIF
plan, and ultimately in navigating the accreditation process. Given the nature of
information being handled inside a SCIF, these companies must be U.S.-based firms
employing U.S. Citizens.
Beyond these conventional stakeholders, there are several unique responsible
parties with important jurisdiction and authority over the SCIF:
XX Accrediting Official (AO)
The person appointed by the Cognizant Security Authority (CSA) to be fully responsible for all aspects of SCIF
operations, including security policy implementation and oversight of the facility

XX Site Security Manager (SSM)
The person designated by the AO to be responsible for day-to-day SCIF management and security policy
implementation in the facility

XX Certified TEMPEST Technical Authority (CTTA)
A U.S. Government-appointed employee who meets established certification requirements regarding TEMPEST
and will advise which TEMPEST security measures are necessary for the facility

What is Required to Create A SCIF?
Ultimately, the accreditation process at the end of construction is what determines
the facility’s classification as a SCIF. If the accreditation fails, the facility may be a highly
secure space, but is not a real SCIF and cannot be used to handle U.S. Government SCI.
Because this accreditation is the very essence of SCIF design, the entire process leading up to it should be tailored to
ensure there are no surprises during accreditation. This begins with a thorough risk assessment and continues through
diligent, on-going risk management throughout the process.
At the outset of the project, the Accrediting Official (AO), Site Security Manager (SSM), Certified TEMPEST
Technical Authority (CTTA), and Supported Command (mission users) must together determine the minimum
security requirements for the facility based on the intended SCIF classification. (For example, a SCIF within a SCIF
(Compartmented Area) may require enhanced security for adjacent missions.)
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What Are the Typical SCIF Design Considerations?
XX Security

in Depth (SID) is a systematic, multi-layered approach to physical security.
Typical measures include:
Security In Depth (SID)

»»

Establishing the site perimeter via fencing

»»

Controlling site access via a secure gate

»»

Enhancing the building perimeter

»»

Securing the entire perimeter of the SCIF,
whether part of the building perimeter or
further within the structure

XX The

physical perimeter of the SCIF consists of all walls, floors, ceilings, and
potentially the roof. Any penetrations of the SCIF perimeter must occur in a
limited number of locations. The SCIF accreditation process even governs unique
anti-tampering requirements for each utility, such as baffles and mangrates on
mechanical ducts and shielding on electrical systems. Typical design and construction
considerations include:
Tamper Resistant Hinges

»»

RF Shielding

»»

Specific types of door construction/door hardware

»»

Concrete or steel vault construction

»»

Sound transmission coefficient (STC) Rating of 45 or 50

Illustrations this page, source: Unified Facilities Criteria
(UFC) – Sensitive Compartmented Information
Facilities Planning, Design, and Construction; 2013.

XX Beyond

the physical security elements of a SCIF, additional requirements specify
the implementation and operation of Access Control Systems (ACS) and Intrusion
Detection Systems (IDS). Furthermore, today’s highly connected digital world requires
a whole list of separate Communications Systems that must be secured, including:

»»

Data (LAN/WAN)

»»

TEMPEST Countermeasures

»»

Fire Alarm/Mass Notification Systems

»»

HVAC DDC System Communication Protocols

SCIF DESIGN / WHITE PAPER

|

5

SCIF: Physical Design for the Cybersecurity Era

How Do You Design and Build a SCIF?
There are six explicit steps to the creation of a SCIF. It is vitally important to keep all
stakeholders fully engaged throughout the process and to focus on both the accuracy
and the quality of the documentation generated in each step.

step 1.

IDENTIFY THE GOVERNMENT SPONSOR
This will be one of the 16 agencies in the U.S. Intelligence Community or a sub-agency. They alone have
the authority to sponsor and accredit a SCIF. Without a Government Sponsor, the facility will not be a SCIF
regardless of construction standards.

step 2.

DEVELOP PRE-PLANNING DOCUMENTATION
The project SSM will define the security features needed based on risk analysis, including elements like SID,
inspectable space, telecom systems design, ACS, IDS, and CCTV. The CTTA will also determine the level of
TEMPEST measures needed. This phase of the process directly impacts the Accreditation Documentation
needed for the specific facility to become a SCIF. Once Pre-Planning Documentation is compiled, it is
submitted to the AO for approval.

step 3.

DEVELOP CONSTRUCTION DOCUMENTATION
Design will begin with clarification of the design criteria — specific details on whether this project is new
construction or renovation, whether it is an open or closed storage facility, and any other critical SID
considerations. The final Design Documents will include several unique sections:

step 4.

»»

Completed, Pre-Construction Final Facility Checklist (FFC)

»»

TEMPEST Checklist

»»

Thorough Construction Security Plan (CSP)

OBTAIN APPROVAL FROM THE JURISDICTION HAVING AUTHORITY
Once the plan is approved by the AO, it will also need to be approved by the JHA authorizing construction,
including the local building official if in a municipality or the locally military jurisdiction if on a military instillation.

step 5.

CONSTRUCT THE SCIF
Every person on the job site must be knowledgeable, well documented, and fully aware of the CSP. Project
documents will need to be carefully controlled throughout the construction phase. This entire process will
be thoroughly documented by the SSM in accordance with the CSP — a step as critical to accreditation
approval as the actual construction itself.

step 6.

OBTAIN GOVERNMENT ACCREDITATION
After the SCIF has been built and all jurisdictional approvals are obtained, final accreditation documents
will be completed and then the Accreditation Inspection can occur. Conducted by the AO, this inspection
will verify that all high-security features are properly installed and that the CSP was followed as written. The
inspection will cover the SCIF and all supporting systems to ensure they function as designed and meet the
original goals established in Pre-Planning Documentation.
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Barbara Price, FAIA, LEED AP, NCARB is a U.S. Army
War College graduate, and offers more than 40 years
of experience as office director, principal in charge,
program manager, and project architect for a wide
variety of projects. She has an extensive background
designing hundreds of Federal Government
Institutions (for which she has federal security clearance) as well as
Healthcare and Medical Research Facilities.
She is a recognized leader and innovator in the Architecture, Engineering,
and Construction Management industry. Her sustained leadership
and expertise has been recognized through numerous national and
international awards, and she has successfully integrated key practice
initiatives across corporate platforms to improve delivery, reduce cycle
time, and support design excellence. Mrs. Price has led numerous national
committees for AIA, CURT, DBIA, and SAME and is the past chair of the AIA
Integrated Project Delivery Strategy Group and AIA / AGC Joint Committee.
She has directed, implemented and monitored best practice programs
including BIM-enabled Practice Transformation, Design-To-Cost, Design
Quality Control/Assurance, Client Expectation/Satisfaction Survey
Systems and Lessons Learned Capture Systems. Her professionalism and
a deep belief that the collaborative integration of client, architecture,
engineering, and program/construction management yields better
projects with less risk, help drive her success.
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